
 

 
 
 
 
 
 
 
 
 
 
Instant management systems simplify the implementation of ISO standards, by providing 
detailed instructions, sample documents, policies and procedures. This document shows 
you how Instant 27001 will help you: 
 
 

Implementing ISO 27001 
the instant  way 
 
 

   



 

Introduction 
ISO 27001 is a standard that defines a management system for information security 
(ISMS). The ISMS itself is not a thing or a software tool.  
 
ISO defines a management system as “the way in which an organization manages the 
inter-related parts of its business in order to achieve its objectives and to create a culture 
that engages in a continuous cycle of self-evaluation, correction and improvement of 
operations and processes through heightened employee awareness and management 
leadership and commitment”. 
 
In other words, implementing ISO 27001 will make information security become a part of 
your organization’s DNA. 
 

High level structure 
ISO 27001 follows the same high level structure as ISO 9001 (quality management), ISO 
14001 (environmental management) and ISO 22301 (business continuity management, so 
in theory you could have a management system supporting more than one ISO standard.  

Annex A controls 
The biggest difference between ISO 27001 and its siblings, is the fact that ISO 27001 
emphasizes on the selection and implementation of 114 information security related 
controls, defined in Annex A. Hence the name, Annex A controls. 
 
These controls are there to mitigate any information security risks that have been 
identified during the mandatory risk assessment.  
 

Setting the context 
Before we get our hands dirty with the fun stuff, it is a good idea to set the context first. 
See what we are working with here. 

Stakeholder analysis 
Clause 4.2 wants you to get an overview of the parties that might have an interest in your 
organization’s information security. In other words, people or organizations that need you 
to protect their information. Your customers come to mind, but sure there are others. 
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You can also include parties in which you have an interest, such as your suppliers. 
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Scope description 
Have you ever wondered how a big multinational gets ISO certified? It’s just like a mouse 
eating an elephant: bit by bit. They start small, with a single department or product, and 
then slowly expand. 
 
The scope description is an overview of the products, processes and locations that will fall 
under the control of your new ISMS. These are the only parts that will be audited.  
 

  
 
This text will be on your certificate as well, so your customers requesting your certificate 
can also see if you included the area’s relevant for them. 
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Risk assessment 

Choosing a method 
Before you start gathering people, brown paper and sticky notes, you need to start by 
choosing a risk assessment method. ISO 27001 does not prescribe which method to 
choose, but Instant 27001 comes with a risk assessment and treatment process based on 
ISO 20000. 
 

 
 
The process described is a qualitative method. This means that instead of using exact 
quantities, it used qualities such as low, medium and high. If needed, you can define more 
qualities, e.g. very low, low, medium, high, very high. 
 
At the very least, you should look at the definitions of low, medium and high. Try to put 
exact figures in the “financial” column that match your organization. For a small 
organization, a damage of $ 25,000 would mean a high impact, whereas a multi-national 
would qualify that as low. 

Participants 
Once the method has been selected, it is time to execute the risk assessment. It is 
recommended to make this a joint effort of people from different departments. It would 
be nice if a management representative would be present, too. 
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Executing the risk assessment 
To start you off, Instant 27001 included a set of 30-something most common risks found in 
any technology-based organization. We recommend you to start with those. 
 

 
 
Some risks may not apply at all to your organization, for example “2018-02 Security flaw 
introduced by developer” will not apply if you only use off-the-shelf software. If you use 
bespoke software, developed by an outside supplier, the risk probably still applies. And 
you could mitigate it by making a list of demands (“policy”) for the supplier to adhere to. 
 
Risks that your organization might have mitigated already, such as “2018-01 Mobile device 
lost”, should be left in as well, as they pose a great excuse to include one or more Annex A 
controls without actually doing anything. 
 
Having removed the risks that definitely do not apply to your organization, you can 
continue to add the risks that we may have missed.  

Estimating risks 
For each risk, you should define the Likelihood and the Impact, using the qualities as 
defined earlier. The combination of likelihood and impact results in an exposure factor. 
For instance, risk “2018-06 Account sharing” has a “medium” likelihood combined with a 
“high” impact, which results in a “high” exposure. 
 
According to the risk assessment and treatment process, all risks with an exposure factor 
of “high” should be mitigated as soon as possible. Risks with a “medium” exposure should 
be mitigated too, but this can be done later in the year. Even after your ISO 
27001-certification is done! 
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Mitigating risks 
For each risk with an exposure factor “high” or “medium”, think of a way how you could 
mitigate the risk. Most, if not all, of the risks can be mitigated using one of the 114 Annex 
A controls. 
 

 
 
For example, risk “2018-04 Social engineering” can be mitigated by proper (awareness) 
training (control A.7.2.2) and by providing the call center personnel with clear procedures 
how to verify a caller’s identity (control A.12.1.1). 
 
Don’t worry if you don’t know all 114 Annex A controls by heart (neither do we), there’s an 
easier way to go around this, as we will see in the next chapter. 
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Annex A controls 
This task will take most of your time implementing ISO 27001, so make sure you reserve 
enough time for this. 

Selecting applicable controls 
Clause 6.1.3 states you should evaluate each of the 114 Annex A controls for their 
relevance to your organization and then describing them. 
 
Just as the risks, each Annex A control has its own page in Instant 27001: 

 
 
Open them one by one and see if they are applicable for your organization.  
 
If you come across a control that seems to be able to mitigate a risk you discovered earlier, 
change the “reason” to “Risk assessment”. Then go back to the respective risk and enter 
the name of the control as a “measure”.  
 
The best practice is to try to include as much of the Annex A controls as possible. Even if 
you feel the control does not mitigate any of the risks you have identified before, find 
another reason to include it and describe a “light” implementation.  
 
Prepare for a discussion with the auditor for each control that you did not include. 
 
Reasons to include a control might be: 

● Risk assessment (the control is chosen because it mitigates an identified risk); 
● Contractual requirement (the control is chosen because a supplier or customer 

requested you to do so); 
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● Legal requirement (the control is chosen because it describes a legal requirement 
(e.g. GDPR); 

● Baseline (the control is chosen because you deemed it a baseline requirement for 
any organization like yours). 

 
Rinsing and repeating, you will end up with a list of risks and Annex A controls that are 
linked to each other. 
 

Describing controls 
Now it is time to modify each of the selected Annex A controls so, that they 

● Match your organization, and 
● Mitigate the corresponding risk as much as possible 

 
The two controls in A.5.1, as well as the five controls in A.6.1 are related to the 
organization of information security. We recommend you to skip them for now, and start 
with A.6.2, working your way down to A.18. Then come back to A.5.1 and A.6.1. 
 

 
 
For each control, read the “instruction” to see what the people over at ISO are actually 
asking you to do here. Then, read the “implementation” to see how Instant 27001 
proposes you to implement this control.  
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Sometimes, the “implementation” refers to another page (e.g. a document, policy or 
procedure). You should check the contents of that page as well. Modify the text if needed. 
 

 
 

Implementing the controls 
Now, it is time to make your organization act accordingly. After all, the newly defined sets 
of policies and procedures are worthless if they are not followed by everyone. 
 
Depending on your organization’s background, this might take effort from communication, 
team leaders and/or system administrators. 
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Statement of Applicability 
Clause 6.1.2 of the High level structure requires you to generate a Statement of 
Applicability. It is a document that should be made available publicly. It can be requested 
by your customers, as they will be interested to see if you have included certain controls 
that are relevant for them. E.g. the ones you marked as “contractual requirement”. 
 
The Statement of Applicability can be generated automatically by Instant 27001, from the 
information you entered when editing each of the 114 pages.  
 
If you are interested to learn how this magic works, look at the manual for the “page 
properties”-macro. 
 

 
 
As with any page, it can be exported to PDF by from the ...-menu option. 
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In control statement 
If you have no wish to get certified, you can also generate an In control statement. It also 
includes your organization’s implementation of the controls. 
 

 

High level structure 
While your organization is working hard to start working according the 114 controls you 
have just described, it’s now time to define (or rather, describe) the management system 
itself. 

Plan, Do, Check, Act 
Chapters 4 through 10 describe a Deming cycle consisting of Plan, Do, Check and Act: 
 
 
Plan 
Chapter 4: Context  
Chapter 5: Leadership 
Chapter 6: Planning 
Chapter 7: Support 
 
Act 
Chapter 10: Improvement 

 

Do 
Chapter 8: Operation 
 
 
Check 
Chapter 9: Performance 
evaluation 
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Describing the high level structure 
Now, go through all 26 clauses of the high level structure. As with the Annex A controls, 
each of them has its own page in Instant 27001: 
 

 
 
Like before, first read the “instruction”, then read the “implementation” to see how 
Instant 27001 proposes you to implement this control. Modify the text if needed. 
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Preparing for certification 
Once your organization is able to demonstrate the working of the management system 
and the selected Annex A controls, it is time to get ready for certification! 
 
It is required that the management system has run for at least a full cycle. This means 
jumping through a few more hoops. 

Internal audit 
The internal audit (clause 9.2) is a yearly event, and can be considered a final check to see 
if the organization is ready to demonstrate the working of the ISMS.  
 
The first internal audit should always include the whole ISMS, consecutive internal audits 
may contain a subset of the ISMS’s Annex A controls, based on the associated risks. 
 
A concept for a three-year internal audit plan is included in Instant 27001: 
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Management review 
The management review is the way to present management with the results of the ISMS 
implementation efforts. It should be conducted annually, but it can also be done more 
than once per year, as long as all topics as mentioned below are covered during the course 
of the year. 
 
The input for the management review consist of the results of the risk assessment and 
treatment, monitoring, internal audits and recent incidents. 
 

 
 
The output of the management review should contain a conclusion from management 
about how the ISMS is functioning, including opportunities for improvement and new or 
adjusted goals. 
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